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(54) ENCRYPTION APPARATUS, DECRYPTION APPARATUS, INFORMATION MANAGEMENT 
SYSTEM AND LOCKING SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prohibit the decryption 
of encrypted information in places exclusive of a specific 
place. 

SOLUTION: This apparatus includes a keyboard input 
device 17 for inputting information for forming an 
encryption key into which position information of a 
prescribed point is included, an encryption key forming 
means 21 for forming an encryption key from the 
information for forming the encryption key, a cipher 
forming means 22 for encrypting the information to be 
kept secret by using the formed encryption key, a 
portable wireless telephone 2 for receiving the position 
information of a present point from a position 
information notifying device, a decryption key forming 
means 23 for forming a decryption key by using the 
received position information and a decryption means 24 
for decrypting the ciphertext formed by the cipher 
forming means 22 by using the formed decryption key. 
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c <n a^spa^ g. a* * ti zm^itmit mmmmfr ?> a^ 

- roa^a^ js^r r= J: y ft « * *i * a*Hba * m 
ra**i*a**a#iMWBfc*»aT*=fc*aa 

[I8*JS2] lMEAAttfr&ttSlfttlfcfeamfcMt 

2>§83RJS 1 l-IEa©B&#ft:SB. 
[19*^3] flFea*ft:aita*Bli» figmffilc^ 

js-r -s - 1 * ftstt-r-sfs^Ji 2 iziEa©Bm<ba 

So 

[11*84] gi&ife£OTfcS1*?8£figtt«ii»&g 

7^ & ara f fc too aaa <t . 

Ta^ScoaafctfTSaafc^afc £JI«rr * c t £ 

mxmsi «#fca*tta-r*fc46©aEtfcaaa 

Jiina5terom«^A*-r-SA*fiP^<aL. 
11rE«*<baft**«l*ttEAa»*&A*lS:h.fc«© 

ma t nEttwiMi« a i*T«#fl:«* a js-t « c t * 

[Sl*«6] aa«lMl©ttB«aa<^**tfca^ba 

f^aaifm $a*-t &fctoa>Aasff<t » 
r*»<Mbafta*«t. 

c(7>Bt 4Mkatta¥Ri= * y tta**i«a*Hta*ai* 
•caar^fcaasaaflsr -saaaaaai . 
aaaaaaatiMK eaaaaaaaB* « t 

Hr!2g<f *SA<S<i LfeaBWaSai^raafcBSaa 

■*-*«*ftafta*at» 

c©«*<ta#a*«i=j: yi****ifc«*fl:a*a^ 

w©a^b#ai=«fc y«#ib*^fc««*a«-^--&«« 
a«#a<t sma-r s c <t sftat-r -saa^s-vx^r 

A. 

[«#JI7] Rf£ttjaa}ttaflHB]bt**Kfc««fl:a 
S-A^-r-sfctoroA^SPt. 

c oa * a* p. a*) * *i * <4aaai3»-3 * ant®© a 
b6^?t 5 s 1 ®aaa*a*& t , 
twaa««^**«i=«fcyffa4*Lfc«it«t. usis? 
y ft it &hfea«E>nmaaa>a^r «aa#a& 



* & aa-r * fc aa a t , 
fflrffisaat* uaasjifeaaflmaaivcMMia 
fta-r «a 2 ©amaifffiE^at ^kl. 
striB«ii»^ai*s sfrsam 2 oMiiHM«nfei:ji y a* 
3?^tfcam«*<miBm 1 fl>a««f^is^ai=<fc y aj£$ 

[0001] 

[aaa>a-r«tta»*] cose^i*. aaoaafc* 
fctt»«Hi=am©fc»i=Hi»*fc»afca4M:aa. 
aa<t«B. ««aa?/x j rAao:aai'X j rAi=H-r 

[0 0 0 2] 

— ^ r •< ^tort * 1= * «b a#<bea<as 1= 
±*4*utl*iv a*<b**ifca«*»att**i. 

[0003] ±fsrc»L. tttm$ffl^fe«#ft:&i; 

a*flS«D¥a«. !f#B3¥9-3 1 9 6 6 2#4*«*>aH 
¥1 1 -3 3 1 1 4 4a4MBIUBft£:|lTl*«. L*L 
cfr&ro^SM*. a#<ta£-tf— /<©f-' 

[0 0 0 4] 

mm<M5kLj:5hTtz>t£mi sot, a#fl:aA<a 

[0005] *awi*±E©«fc5<ca-^-(b • a-^ibfta 

s<DaBf8i*n=fctN-ci*a^fc**ifca«*a#<b-r-6 
ct*<r#-r. a*ft**ifca«*aa*»jhL. * 
t. aao>aajBi»t--etta*a(D7^n<y^«iT3 = ^ 

-So 

[0006] 

oMftiis. Bfstfe^o{asmaA<^**vfca#fb 

6 a* * *i tttBttm* & a^ba*f*a-r -&a#<ba 
f^ja^s.!:. w©a*fbafta#ai=j:yf*a*4x*a 
mtm %m t^ra# sff is-r &nt#f*j«^a t ^sa-r 
4 = ttwiit4. =*n=*y.aa*a©aa«« 
*± t? wa* & bum ba*<^}S; **v. wa* a 1= as i*r 
aa«a*»Taafca*itaLfca*ia*n=a*fl:4 

[0007] **bjois^s 2 i=tBaroa#fl:aai*, 
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Sffi®£LTA:fc$;K<5>c:i:£*#a±:-r-5. -*U-<fco 
[ 0 0 O 8 ] #$SBjj<DitsRll 3 icIEiSOBS^bSSt? 
[0009] *S£!Sa>iS3fcJS 4 lzl5tE(DS#'(bgSli, 

^<b zft 5 &mt^& t zmffiTtzztzft&t-fZo 

Bt^bfii^fPJaLBt^b Lfc1tffi^5S«l-«?K-r -5 w <t 

[oo i o] *mwoffi*ms\zi£,WLO)'&^itmw.i*. 
m#<b@£ftjrr*fctoamiBtiB1t$8&rtroteroltf8 

-csi^ba^fiE-r^-t^at-r-s,, =*.i=£ij. 

«*§-<b@A<f£j3c£*u ^ros«*jSoaM1t?R&t;ffea) 
11?$&£S!l'>TBt^fl:ia£ttJ£ LBHWb Ufcit$R^5S«)l= 

[oo i i] **Bj<oK*^6iciBiEa>i§aita*>x-T 

f^^at. ^roBi#{b@^js^®i3j:yf^ja*^-i)Bt 
#<b@£ ffl u^r »■*- << £ittfR£ nt^nb-r €.Bt mfm^ 

^<b@f*J5£^aic«t yftfiE^^tfc^fbffi^fflUTmiB 

Bt^fiE^Ki- <*: y fti«**tfcBt#s:$ffi^b-r -sm^- 

•fbSMSis c<oa^b^SI=J:ya#ft:*^fcfll«$a 
^Hbfi|j!><f|;ji£**U C<£g|«ifej£rottB1£II£B3l , 'TBt 
[0 0 12] #36WOtt#S7 l=8Btt©aEtt->^-T-A 



St. IWB««MM**¥H!l=J:yf*J***ifc«flMl*. 

m^ssa-icis y tt it ztitz&tommftmtom t -r -st m 

^&k£M ! ffi-fZzb£®®Lk-rZo eft,!;:**!. Rffi 
[0013] #5giU3<BK#iS8KiE«<Bj£iJI->x J rA 

mstu ffriE«ij»#Ri*v itfi5m2ro@it«f^j«*si= 
j; y^js**T.fc(aiS8i3!)<fiism i rositta^^aict 
yffjs*^fcSHSffl<t-a-^-^ig^i-. sss££K8rr-s 

[0 0 14] 

ffiv7.xA^lttW-r5o 1111^1*. Bf^b^gtS-^ib 

£>. ZOOlg^a^X^AIi. 0 2lC^*tt-5J:-5l=. 
GPS (Global Positioning System ) tDfSM 1 tZk'O) 

^ -c x n > e a.—'. z mtomm&mgw 3 cists l t 

SslcUfci'XfAtfeS. .tfc&Blt&ffifclgBi: LT 
[0 0 15] 01 l-j*-f ±I2tff?fi^3vX J rA 

ro«$a*aJigg3te. cpuioA^tunrt©? 
cpuioini. /^i z^Lxmi^-o^y 

x— X 1 3. Kn> hP-7 1 4, CRTa> 

[0016] asai-f 3i-i4Bi^^m 

lg«t2A<SlS*^. +-^-Ka>hD-7l 4lzli* 
— ?K— KA^I^ei 7A<g^**V, CRT=l> hP-7 
1 5l=l*C'RT«a5»Bl 8. IE1tSma> HP— 7 1 

6i-i±?s§iiaffigMi 9*<tiss*nT^5. am* 
p»cot©i±> a*. aa&tfeffirogerowrKia^fc 
t^ 0 

[0017] CPU1 O It. 1 rtco ^"P 7? 

A$ffiL>TBt^b@^BE¥S2 1 . Bf^R£#S2 2. 
«%»ft*¥R'2 3; «#ft?R2 4 i LTtftt 
-5. 

[ O O 1 8] ±iHlCfcl.NT^ Bf ^it&ftf&^m 2 1 l±. 
«»«R»«B«2*fcl4*— tR— KA*SB (A^iSP) 
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®2 i i=j:yf^fi£$*L-sB§^b@^ffluT, man. m 

&*Hb@i*fi£^R 2 3 1- J; y «u3t**ifc«-S^b@£ffl^ 

[OOI 9] JUiaJcfc^irWfiJt^^fcffifa^Jl^irA 
li, @3. 04|r^$tL-57a— ^■■v— McftJC-f 

svx^Arois^^itt^-rs. £-r. «aian^gi 9 
■^nbrssi^^BiB^-r^,, ^«>. ±ih7t-<;ko7 : -(' u 

-ChUOjiSs B§-SHb(D}tjS!?£fT5. C^lcj:yil3 

iz. mz.\t. mists-of ?i- x i 3i=gmLfcSi^ 

[0 0 2 0] *l=. ±SH<4B«^b»^ba$^fiE-r 
5 (S2 (B»4HI:ftttJ&¥R2 1) ) . n&mzt&BJI-t 

zt. GPsiz&ziSLWtitmit. mm. mm. !sa<fcy 

*y. ^Mffiil»t»3 5S2 6^2 

8\ IS1 3 9g3 9#3|>K Slg3 8 jt-h;U-Cfc 
-So ) C+i^/W-^yft-r^i:. 0 6<DJ:-3I-J&:&. 

[0021] ±ta«)/W±y^b*^fcttswffi$a*g 

l. SHA— 1 (Secure Hash Algorithm 1 ) f>MD5 
(Message Digest algorithm 5) ttizOMiitim— ^(Sjtt 

giaicj:yx^7>^u^t^. Bt^ba^f^fiE-ri). 

[0 0 2 2] ±EOBt^b@fffi£^j£lzJ:4i:> ift&ifc 

1f}$a£flfe©tt$fiiL-C. tt®«ffl<k*lcB&^b@^jSlz 

[0 0 2 3] 07fflfi!lli. B#SJ«a«t Lt 2 0 0 0$M 
1^1 1 B$m^tzWVS>Z>o COig^t, j§ 

a. ;gg&imsj<o/W:Mj<b*;rtfcra$a£5!*su m 
&ro-:5fttei!i»ir,fcyx<?7>:?;u£mv Bt-SHba 

[0 0 2 4] CftlCfcoT, ttglffaiO^^ffl^fcig^ 
«fcytu Bt*|<bia£ttfiEL-fc3c(Dx— $»0>8l5££Eitlc 
-f£„ &l=&^i>&#<b@©ftjj£l-®l,-C\ 3> 

ea.-$w©wsiJ©$^j!>^BS£im$8£*#T. iasit 
fflt*icm#<b@o^ji£i-ffiu*mjsroJi^, ^*o3f 

K©B#SJ««£fil LNTtteit« £ * l=Bi*§4btta)ttJifc£ 
ft-oTfe<<S:. •t©ftaU<0t*l=©*.mS^b*4ifc«a 



[0 0 2 5] @8^#IIT, MI=££MfcBg^<b«£ 

[0 0 2 6] JittMlzli.. »g, mm. AflE&tmMJ: 
1^5 4g<D-r— ^Ic^L-. 4firCD/<X , 7 — K (12 3 

4) £jbi%ti>*. *lt, mm. mm. mm&tf^n 

tU5 4lfflf- »*ti?*if=*tU 4ffia>/<X>7— K 

[0027] -3*y. mm<r>T— 1 h*^:? h 

S3bvl-6i/7hU Mfflf-$f4e7h*->7 
[0 0 2 8] K«J8l*fe±G<D7— $flMMi0l 

s^icift^-r, s«5i-£iHiy(DP-^-r ht-tsuu /< 

*5l=L-C4,A«/». 

[0 0 2 9] @8©J:5l=L-C^J$*tifcJ?g. ML 
Jgg&tfBSSJO/W^'-Hb^v? h*;hfc1£38£jI$S 
U SHa©-^lRl14Hftl=«fcyxf 9>^iUC1Tiv Bf 

[0 0 3 0] *I:cpu 1 Oli. ffiSlSBffiSSl 9^6 
Kirlt^S^xT^-SBf^btD^mT 1 — ^ (77-fW £ 
R*HU .hlE*T??S2i::£lvcf»j*LfeflHHtM 

£^TM5£oBt^<b:5xU::<£yBi#<b£m'' (Bt#ft 

itgai 9^«i?-r-5 (ii3os3) „ 
[0031] ilBoiJiB^icfcLNriis ffigtta^gs 
«^famiSti2ANe,A*-r*«fc5l=LfcA<, 4r~ K 
A*8f 1 73b>P,A*-r-5> e t5lcLr ; t.aLN. o*y. 

*jSlc?¥tt-r^i&gli7S:<. t?L5» BHWttffofc* 
lc0rSO)ife^ilc|ftg LtfflU* Z <!: t Rlg|«!:-r^„ 
[0 0 3 2] M«ffl'yXfAM9rt0)itjtl:K 

xi 3izs^L.fc««»nsmiiiS2^egttffi<DS<i : E 
u ©As. m#<ba>f&ijui£^5 e c*ii=«fcya4i=* 

t7P- ^-v— F-ro^a-y^A*tei!)**L<5. 
[0 0 3 3] »«anS«B«2^c,»c,*t5fifi««S 
miiti-f >^^x— x i 3A^t►s^yJX^ N •figitauro 
A^^^-T-S (SI 1) . Jkt. -LtB&StiNS^e, 
»fttt*flF*-r* (S 1 2 (tMIMM2 

3) ) . coaMHtftoftj&i*. Bt^bSroff}Si±< 
WWCfc*. se^"fba*<H6IZ«}: yittWL.fc#2fel=«fc y 
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wfoz *v-5ig^i~i*. m^biatH 6 y tana 

JSI=*y 1****1. Bt^b@A<0 7 (£fcl±. @8) IC 

ili37 (£fcl±. 08) lcJ:y|JiWLfc#*lc«J:yf^fi£ 
**i-5. 

[0034] *iccpui oi*. «§ltaitsei 9^e> 

;u) $ia^aiL. ±iax-r^"^s 1 2i=fe^Tff(ai,fc 

«#<b@£m>T. ±ieBt^b**ifcT-$£¥:*:l::§l 

^Kiass h^'f-r-s (si3 (g#fc¥S2 

4) ) . Z<Db$. Xf';?S1 1 icfcl^T&l-A*!* 

«k-Srr-5fr§*Mc«fcoT: (S 1 4) . Xtv?S 1 5 
fifcliX-r^S 1 6*<HfT**v&. 
[0 0 3 5] BP*.. Klc^^-vZfS 1 1 irfcLNTA** 

•t-srr&ti^ (x-r-y^s 1 4 leaser yes^#(£ 

5*1.5 zilrfcy (S14©M (m-l-fb^S2 
4) ) . JtlTLT^ftfc^^b^fc^T-Oi^cRT 
S*|g®1 8 ^iSf (S 1 4CD&¥ (Ifffi 

*g&3Ma) ) . 
[0 0 3 6] -tiEI-*tL.T. BEKX^-y^S 1 1 
TA^3**vfc<iS1Sffl§?A<Bf^bfil^«rofglcffltNfcfi 

o^iis-r^i:) . m^b5as*<*iti=fi+5y. x^— 

•Cfc^l'* CRTS^SEI 8^S^-r-5 (S 1 6) „ 

dOTcfcol-. #H;fe(&S2Sgl=J:*U*. ffiiflvXfA 

l:fflWct(Dtli5: y . fEJS**ifcm#<b@l:: J: oTI* 
Bt^bS+lfcW^-^KDa^bA^-C^^. iBlEfcigfjfr 
JUM-^ i> X A % aLS £ Itffiro^g^b *<5t3£l- & * 

[0037] ftmtimzfe^itmoitmzmiK 

<b**ifc*m-r-*ro«#fl:A<-c?#-r. miEtammvLfi- 
o>mm i= fc uritffi© mw<t ^it^i-ff x * . 

[0 0 3 8] *fEigi-««>J6fii->X-5 ! -A$iftBJ-r 
•5. I3 5(C*-rjfefiS->XirAI±. VW< FSEai^.fc-5 
&3 1 AV^JS^fl. MI-?S(DSfc<t^§fllB8IW~S*y fl- 
it £>*i-Cl^-5. tS3 1 <7>T-f ^iX— ^K^-f/*^ 
t?$W£K3 2<7J$(|?Wirj:y^^Aroct5l3£filciij 

[0039] ® sroJtefig^x-T-Airii, -f->+— SUM* 

^r>*— t^S*^^— ^A<ISIt?>*vfcA*ffl5 3 8 



X.i=>*fCl'*£. 

[0040] zi>bfi— *SP3 01=1*. H»¥S3 2, 
S 1 rofiHtlR^Bt^S 3 3 . ® 2 ©@1fffRft J£^K 3 4 
A<K:f7P»*U SI ©SI1t«^^¥a3 3tg2(0^ai 

f^jSt¥S3 4izi*««isitsmis8i2 ^^ta-rssg^-s 5 
[0041] «digi¥S3 2. 851 ©jai*$Bffcfi£#S:3 3 

I*. A*fiU3 8A^P>A***v*@ftJSralt?BI=S^#@ 

41*. s^Mt-eite-i>8l^iR®mis«2i- < fcyg^*ttfc 

S3 2i*. 11 ro@mfflf^«^a3 3icj:yf^)S**i.fc 

gnefflffji£^S3 4 yf^ja**ifc@tss*<m 1 ©@ 
<ff?8f1^^&3 3 1=* y f*j£**ifc@ra?ai:-&-r*i§ 
•irlz. fi£3 10J6te*gBi5t-r^cfc5l^g|-r5« 

[OO 4 2] JJl±0)J:5l=«filt*+tfcJfiSlv'XT-Aroiil 
tt£iftajJ-f-5>. ^(DIM^I*. 03. @4©7P-f-V- 

1 <D&«$BfEfi£¥K3 3 lr@ffifE^JiE<0jiiS£-5-*.-&. 
::*t£gH-C. B 1 roeH?f$8Hf J£3MS3 3 1*. «^SI^ 
Hii*S2*e>{agteffi£»-c (£g-c&*u*. A*SP3 

uTKBjLfc#^<DL%-r*v*NBfS<o^^ic.fe y straps- 
^jsu ©ijai^S3 2^3i*„ 
[00 4 3] «nw^S3 2i*. ±sa@tt$a£«&u *? 

[00 4 4] c^icky. «ii?ai¥S3 2i±m2(7)@isffl 
y. mzo>mtitmft5$.¥&3 4i±. 8l«^iil««isg|2A^ 

fS^f^fiEU. $)J®^®3 2^jSS. 

[0 0 4 5] i«lfS3 21*. Sare$R£El>-C&3 1 © 
fSSh7-ft5. Kl=mi fl)©ffiffiftlS#a3 3ICJ: 

y fiHfiffl*<^js * t # a* **vfc^eit^ a<. 
m2a>snt^f£^a3 4r=j:y@itai^)S-r*is© 

Es^ns-r^ii^) i=i*. a«si=2oro@w©^-st 

#!ixi*. s#in^m'5:«t-i-5iffi-r«.<t^sroJiR)fi-a* 
ur^jsri^isy. ha^< ^t^m±v^m\z&nx 
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[0046] *fc. mMitrt&&mm-fz>zt\z&i) % m 

fi6©flSBfc£R&it-c?#-5>. ft. ±Clc&kM*. it£l-3i 
&fl?Bfc<!: fc*«fc 5 r~&£{^ra$fi#JS©&til*a£*tJS L, 

[0 0 4 7] ffi|l±feSM'S:t<DI-lse,-r. V7h 

^i7©ffiT?fcoTtaK in*.. 7T-r;n?*B§<fc 

±&0)&&mi'*X ! b&l*. f Lt. tfc£2-3fcU: 
Sit. S-180Tl-^L^=i:#lc?3?>*tffifi6fgK5<b*-5<fc5 

* y su© ^ r -< jus? siukfturr * * 5 1= u -c t 
m^mz^im^ff^xts< ±t h 

[0 0 4 8] 

[S£UBa>aS£] Kl±8i#l Lfccfc 5 l=K*39 1 KlSKOBf 
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